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Zscaler Digital Transformation Administrator

60 questions | 20 minutes | Professional Level

Prerequisites | Zscaler for Users - Administrator (EDU 200) Course & Lab

The Zcaler Digital Transformation Administrator exam is the final step to earn Zscaler Digital
Transformation Administrator certification. This proctored exam is recommended for candidates who
have a minimum of 6 months experience in the Zscaler platform. The course and hands-on lab,
Zscaler for Users - Administrator (EDU 200), help candidates prepare for the exam and are required
prerequisites.

The following topics are general guidelines for the content likely to be included on the exam;
however, other related topics may also appear on any specific delivery of the exam. In order to
better reflect the contents of the exam and for clarity purposes, the guidelines below may change
at any time without notice.

Identity Services 4%
Authentication and Authorization
SAML
SCIM
OIDC
Zldenitity Administration
Policies and Audit Logs

Connectivity Services 20%
Device Posture
Trusted Networks
Browser Access
TLS/SSL Inspection
Deploying TLS Inspection
Policy Framework
Authentication Policy
Policy for: Internet Access, Private Access, Digital Experience

Experience your world, secured.
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Platform Services 15%
Zscaler's Platform Services Suite

Device Posture

TLS Inspection

Policy Framework

Policy for: Internet Access, Private Access, Digital Experience

Access Control Services 15%
Cloud App Control, URL Filtering, and File Type Confrol
Bandwidth Control
Microsoft 365
Private Application Access
Segmentation
Application Segmentation
Firewall

Cyberthreat Protection Services 20%
What is Cybersecurity?
Cyber Security Services Malware Protection
Advanced Threat Protection
Command and Control Channels
Deception
Identity Threat Detection and Response (ITDR)
Intrusion Prevention System
Private AppProtection
Browser Isolation
Detection & Response

Data Protection Services 13%
Zscaler Data Protection

Al-Driven Data Discovery

Secure Data in Motion

Secure Saas Data

Secure Cloud and Endpoint Data
Secure BYOD

Experience your world, secured.
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Risk Management
Capabilities to Effectively Manage Risk

Zscaler's Comprehensive Risk Management Suite

Zscaler Risk 360: benefits, capabilities, Dashboard, Factors, Asset level risk, Insights, Financial Risk
Zscaler Unified Vulnerability Management

Deception

Identity Protection

Breach Predictor

Iscaler Digital Experience 7%
LDX Score
DX Architecture Overview
ZDX Features & Functionality
DX Use Cases

Zscaler Zero Trust Automation 3%

API
Zscaler APIs
One API

Experience your world, secured.




