
Operationalize internet traffic
and private access data 

Solution Brief

Internet and application access are
the backbone of user activity 

Enterprise users rely on SaaS, internal applications and 
services in modern architecture. These components host 
critical data and are frequently targeted by attackers. 
Understanding user behaviors and investigating irregular 
patterns are key to securing modern organizations today.  

ZScaler secures critical traffic and 
generates valuable insights 
While Zscaler Internet Access (ZIA) secures all internet 
bound traffic by inspecting and blocking threats as per 
enforced policies, Zscaler Private Access (ZPA) offers 
zero trust access to internal applications without the 
need for traditional VPNs. With over 500 billion 
transactions brokered daily through Zscaler's Zero Trust 
Exchange, it is evident that this traffic data contains high 
fidelity logs extremely valuable for security operation 
teams to fully understand user behaviors over hypertext 
protocols.  

Transform traffic insights into
actionable intelligence 
ZScaler and Command Zero have built a solution 
empowering practitioners with data-driven threat 
hunting and complex investigations. The solution ingests 
ZScaler ZIA and ZScaler ZPA data in the Command Zero 
platform thereby allowing actionable insights to security 
teams.  



Analysts can identify attention-worthy patterns in traffic data by asking 
pre-built hunting questions. ZIA and ZPA-specific hunting questions include: 

• What users attempted to access anonymizing services according to Zscaler 
Internet Access? 

• What users attempted to access cloud storage services (e.g., Dropbox, 
Google Drive) according to Zscaler Internet Access? 

• What users were blocked by policy violations from connecting to a Zscaler 
Private Access (ZPA) application? 

Use cases

Run threat hunts  

Analysts can dig into irregular patterns in traffic data or enrich user or IP 
focused investigations with relevant access insights from ZScaler. Analysts 
can leverage ZIA and ZPA focused questions including:  

• What users uploaded or downloaded a file with this name in Zscaler Internet 
Access?  

• What applications did this user successfully connect to during a Zscaler 
Private Access (ZPA) session? 

• What users connected to applications from this IP Address in Zscaler 
Private Access (ZPA)? 

Investigate traffic patterns and user behaviors 

Zscaler (NASDAQ: ZS) accelerates digital 
transformation so that customers can be 
more agile, efficient, resilient, and secure. 
The Zscaler Zero Trust Exchange protects 
thousands of customers from cyberattacks 
and data loss by securely connecting users, 
devices, and applications in any location. 
Distributed across more than 150 data 
centers globally, the SASE-based Zero Trust 
Exchange is the world’s largest inline cloud 
security platform.

About Zscaler  

Command Zero is the autonomous & 
AI-assisted investigations platform, built to 
transform security operations in complex 
enterprise environments. It accelerates expert 
analysis, ensures a consistent, repeatable, 
auditable process, enables all tier-2+ analysts 
to perform at the highest level. 
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