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Introduction

Our businesses rely on technology to keep employees productive, and customers today expect flawless 

digital experiences when interacting with customer support, placing orders, or using online services. 

IT teams provide a critical function here—they keep the bedrock of the business, its technology, running 

smoothly. They have the essential task to ensure that all networks, applications, and services—even those 

that they don’t control, perform reliably 24/7. Below is the daily challenge IT teams face, which is often 

tedious, expensive, and leaves end users frustrated.

We built Zscaler Digital Experience (ZDX) to provide IT teams with end-to-end visibility, and performance 

metrics across user devices, Wi-Fi, ISPs, SSE services like Zscaler, and applications, so that they can 

ensure optimal digital experiences. 

Unlike endpoint and network monitoring tools, ZDX gathers performance metrics from 500T daily signals, 

and 390B daily transactions, across end user devices, networks, and applications. This simplifies your 

monitoring stack with a consolidated view and makes it easier to detect and fix performance issues.
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ZDX Consolidates Monitoring Silos Reducing Overall Complexity and Costs

IT teams have to grapple with vast amounts of performance data across devices, networks, and 

applications. So, in May 2022, we introduced AI-powered problem detection and root cause analysis 

to help them accurately detect performance anomalies that can impact digital experience and make it 

significantly easier to isolate root cause of issues, fix them quickly, and put employees back to work faster. 

ZDX Copilot takes us a step farther.

ZDX Copilot, your AI assistant, unlocks productivity for IT teams by empowering them to get the 

information they need using a simple sequence of questions.
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Organizations often struggle to hire the perfect IT team, as it requires significant effort to onboard and 

train IT professionals to be effective in their roles. Gaining the necessary knowledge to effectively handle 

end user issues typically takes years of experience. Consequently, many organizations have only a few IT 

experts who specialize in different domains such as devices, networks, and applications. These experts are 

constantly under pressure to assist other IT teams in identifying the root causes of issues, which diverts 

their attention from larger business-focused objectives.

Hiring the perfect team is challenging

Desktop
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IT Experts

L2
Tech Support

L2
Tech Support

Network Application

However, with ZDX Copilot, every member of the IT team will have access to an AI assistant that 

empowers them to become IT experts almost instantly. Copilot enables IT teams to identify the root 

causes of issues, assist in triaging end user problems, reduce escalations, enhance their knowledge 

through interactive questionnaires, and drive cost savings by freeing up resources in compute, network, 

security, and application teams that support end users
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Introducing ZDX Copilot

How can I help 
you Today?

Knowledge
What does DNS mean?

Analysis
Why was Outlook slow for 

users in Paris at 9AM today?

Insights
Show me 50 users with 

the poorest user 
experience in California

Con�guration
Alert when user experience 
for >25% users in Paris using 

Outlook is poor.

ZDX Copilot for All IT Teams

Desktop

L3
IT Experts

L2
Tech Support

L2
Tech Support

Network Application

A more streamlined and more knowledgeable team with the 
power of AI to help solve IT issues quickly

ZDX Copilot Details

•	 ZDX Copilot is built as an AI-agent that includes LLM as part of its architecture 

•	 No customer data is used to train the system, rather a frozen model is used  

•	 Prompts history is kept according to the ZDX logs and data retention (up to 14 days) policy 

Note: Each customer tenant has an instance of ZDX Copilot which can access only your data to answer 
questions but does not share or store additional data and is not trained on any customer data.
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The ZDX Copilot architecture includes an accuracy loop to avoid competitive, unethical, and other 

hallucinations.

Competitive Unethical Others

Questions related to 

competitive positioning 

against vendors. 

Questions related to unethical 

usage of products and 

processes.

Questions related to 

politics, racism and content 

outside the scope of digital 

experience monitoring 

context.

Copilot is trained with ZDX domain knowledge. It includes knowledge of other products to be able to 

answer queries in the context of user experience. ZDX Copilot is designed to assist multiple IT teams:

•	 Security operations can ensure their services are always performing as well as instantly expose the root 

cause of issues and affected parties when performance lags.

•	 Network operations can conversationally perform deep analysis across networks, applications, and 

regions to identify trends or find opportunities for optimization.

•	 Service and Help Desk can isolate root cause of user complaints to efficiently triage tickets and 

collaborate with other teams; they can also easily look up technical information.

•	 IT executives can conveniently extract and present digital experience trends and performance insights to 

show progress or identify new opportunities



©2024 Zscaler, Inc. All rights reserved. 08ZSCALER COPILOT

Getting Access to ZDX Copilot

•	 Copilot is included in ZDX Advanced Plus

•	 No configuration is needed

•	 A “Magic Wand” icon allows administrators 

to enter the full immersive Copilot exploration 
mode

•	 Currently, only an administrator with full,  
or read access to all pages will have access  
to Copilot

Using ZDX Copilot

Prompts
Copilot understands users, timeframes and maintains context for related questions. Avoid using acronyms, 

for example, use Page Fetch Time instead of PFT.

Clickable prompts
Suggested prompts to initiate session or follow up questions. 

Supervised learning feedback
Admin can rate the responses as good or bad in the answer directly.
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Prompt Examples

Foundational questions

Copilot Prompt: How is network latency created?

Copilot Prompt: How can I reduce latency?
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Copilot Prompt: What affects quality in voice over ip calls? (summarize in 800 chars)
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Product knowledge questions 

Copilot Prompt:  How is the ISP detected in the Cloud Path?

Copilot Prompt: How is the ISP detected in the Cloud Path?

Copilot Prompt: Summarize in 300 Chars

Copilot Prompt: What version of ZCC do I need to configure adaptive mode?
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Configuration questions 

Copilot Prompt: How do you configure a network alert to monitor an ISP?
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Best practice questions

Copilot Prompt: What is the recommended protocol for Cloud Path?

Copilot Prompt: What is the recommended latency from Client to Public Service Edge?



©2024 Zscaler, Inc. All rights reserved. 014ZSCALER COPILOT

Analytics questions

Copilot Prompt: What is Javier’s ZDX Score for SharePoint in the last 4 hours?

Copilot Prompt: How about Page Fetch Time?
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Copilot Example Scenarios

Here are some common troubleshooting scenarios that involve poor end user experiences, and how you 

may use Copilot to analyze and resolve them. 

Wi-Fi Connectivity Issues 

A user has reported poor Wi-Fi connectivity to the service desk, experiencing frequent disconnections, 

slow internet speeds, and challenges in completing work tasks. This issue is affecting the user’s 

productivity and causing frustration.

Copilot Prompt: Analyze Curtis Hardwick’s Wi-Fi issue?

End User Device Issues (high CPU)

The user is experiencing slow device performance and delayed application access. They have reported 

these issues to the service desk, requesting immediate assistance to enhance their system’s efficiency. 

From the service desk’s perspective, it is challenging to determine the cause of the degradation and 

identify if it is related to a software process or which process might be affecting performance.

Copilot Prompt: Analyze Barry Bogdown’s Wi-Fi issue?
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Poor Microsoft Teams Call Quality

The user has reported experiencing intermittent issues with poor call quality and unsatisfactory overall 

experiences during Microsoft Teams meetings. These sporadic occurrences have made it difficult for the 

service desk to identify and troubleshoot the underlying problems effectively.

Copilot Prompt: Analyze Grady Archie’s Microsoft Teams call quality issue?
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Usage disclaimer

The acceptable user policy includes a new section for the AI chatbot usage. https://help.zscaler.com/

acceptable-use-policy

Please remember that ZDX Copilot uses generative AI technology. We include engines to measure 

accuracy, provide safeguards and protect privacy data. Please remember that there is some small 

probability that answers may not be correct.

Product Usage disclaimer
For avoidance of doubt, Zscaler expressly disclaims warranty or representation of any kind with respect to any qualitative or quantitative information, 
including but not limited to risk scores, vulnerability assessments, mitigation measures, policy recommendations, etc., presented by Zscaler products 
which may be powered by generative AI, machine learning, and other emerging technologies (collectively “Product Outputs”). Customer acknowledges 
and agrees that Product Outputs are for general informational purposes only. Product Outputs may be incomplete, inaccurate, and/or inappropriate and 
may not represent all the information required for a comprehensive security vulnerability assessment, breach response planning, root cause analysis, 
and the like. Product Outputs do not, and are not intended to, constitute legal or professional advice by Zscaler or any of its personnel. By accessing and 
using Zscaler products, customers acknowledge and agree to assume the risks disclosed in this disclaimer. All liability with respect to actions taken or 
not taken based on the Product Outputs are hereby disclaimed. The Product Outputs are provided on an “as is” basis only.
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